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Abstract

This paper aims to make blockchain-based solutions for healthcare insurance fraud accessible to
insurers that have no or little knowledge of blockchain technology. In recent years a lot of research
papers showed concepts to solve certain kinds of fraud using blockchain technology. This paper is
a literature review of these sources, presenting the solutions and evaluating the strengths and risks
of the utilization of blockchain technology in the healthcare insurance industry. While the strengths
outweigh the weaknesses and the implementation could be very profitable in big markets, this
paper concludes that implementation will not happen in the immediate future.

This paper shows why blockchain-based solution are more effective and more efficient than the
current system. Many types of fraud can be prevented successfully with the solution of blockchain-
technology. It also shows that the more efficient the solution is, the less insurance companies must
trust the insureds. Additionally, the cost for the insureds can be reduced. Finally, the strengths
outweigh the risks. All this means that blockchain-based solutions could be an interesting oppor-
tunity in the future for insurance companies.
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1 Introduction

Healthcare insurance companies (hereafter “insurance companies”) claim fraud is a pervasive
problem that costs the healthcare industry billions of dollars annually (FBI, 2016). Fraudulent
claims are a severe threat to the financial situation of healthcare providers and insurance compa-
nies, as well as the well-being of patients who rely on accurate and timely healthcare services.
Traditional methods of preventing and detecting fraud, such as audits, investigations, and compli-
ance measures, have proven ineffective and resource intensive. However, recent advances in
blockchain technology and smart contracts have the potential to revolutionize the way healthcare
insurance claims are processed, making it easier to prevent and detect fraudulent activities.

Blockchain technology provides a decentralized and immutable ledger that allows multiple parties
to access and verify data without the intervention of a centralized authority. Smart contracts are
self-executing digital contracts that can automate the execution of agreements and provide trans-
parency, efficiency, and security that traditional contracts cannot offer. Together, blockchain tech-
nology and smart contracts can help to address some of the key challenges facing the healthcare
insurance industry, including fraud prevention, claims processing, and data security. We hypothe-
size that blockchain technology offers a better solution than the status quo at combatting healthcare
insurance fraud. Based thereon, we hypothesize that blockchain technology effectively detects
healthcare insurance fraud and therefore saves money that otherwise would have been lost to fraud-
ulent behavior. Further, we hypothesize that there are certain limitations to blockchain-based tech-
nologies. However, we assume that the advantages outweigh the disadvantages.

This paper is aimed at insurance companies that are considering implementing blockchain tech-
nology but do not have experience with blockchain technology. There are a lot of papers about the
use cases of blockchain in the healthcare insurance industry, many of whom look at fraud preven-
tion. The problem is that all these papers are single-present concepts. There is a lack of papers that
regard different documents or concepts and make them broadly accessible.

This research paper aims to explore the potential of blockchain technology and smart contracts to
mitigate healthcare insurance claims fraud and improve the overall efficiency and effectiveness of
the healthcare system. The paper examines how these technologies work, what benefits they offer,
and what their limitations are in the context of healthcare insurance claims. It also provides a crit-
ical analysis of the current state of healthcare insurance claims and how blockchain technology
and smart contracts can address the challenges faced by the industry. Finally, the paper discusses
the implementation of this technology.




2 Methodology

This chapter gives an outline of the methods implemented and the most important sources that this
paper relies on. The paper uses a literature review as its method because the conditions are optimal
for writing one. In recent years a lot of research has been conducted in the field of blockchain
technology. A large part of that research consists of looking for new or improved use cases for
blockchain. This is the same in the healthcare industry and healthcare insurance specifically. To
find the sources, two methods are utilized.

First, keyword searches are used, where the web is scoured for journal papers, books, and other
articles that include certain keywords such as “blockchain’ and/or “healthcare insurance industry”.
After building a solid base of sources, applying a more specific method makes more sense. The
sources found in the keyword search are then looked through to find more fitting sources.

The most important sources for this paper are the solutions for different existing problems. Sal-
damli et al. (2020) and Liu et al. (2019) solve problems like doctor shopping by using blockchain
to introduce transparency to the system. Chen et al. (2021) created a solution to detect individuals
with wrong intentions. Zhang et al. (2022) worked on improving traceability. Novikov et al. (2018)
and Liu et al. (2019) use the immutability of blockchain to their advantage to prevent corruption
and fraud in the healthcare system. Lamba et al. (2022) focused their work on identity management
and thus the problem of identity theft. To round out the most critical sources, Alnuaimi et al. (2022)
and Mackey et al. (2020) focus on the strengths and risks that the implementation of blockchain
technology brings.

3 Healthcare Insurance Industry

In order to understand why insurance companies should rely on a blockchain-based solution, it is
essential to acknowledge what problems the market is facing as well as their consequences.

3.1 General

Healthcare insurance is a contract between the insurance company and the policy holder (hereafter
“the insured”.), in which the insurance company compensates the insured for healthcare expenses
(United Healthcare, n.d.). The compensation is triggered by the submission of a medical claim
which is subsequently forwarded to the insurance company, who reviews it and decides, depending
upon the terms of the contract, to pay a reimbursement. Consequently, the submission of the med-
ical claim can be made by either the insured or the healthcare provider.

The term medical claims can be understood as any claim for which the insurance company reim-
burses the insured or the healthcare provider (Goundar et al., 2020). This includes claims pertain-
ing doctors' consultations, prescribed medication, or overseas treatment costs. The total amount of
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money of all claims submitted annually is very large and should therefore be carefully examined
when setting up annual financial budgets.

3.2 Problems in the Current State

Perhaps the most significant concern (i.e., costs) in such a system is claim-abnormality (Lu et. al,
2020). Thus, detecting anomalies is of great importance for both insurance companies and govern-
ments. Three types of anomalies exist in the context of healthcare insurance claims: fraud, abuse,
and error. Fraud refers to the intentional act of deceit, misrepresentation, or concealment in order
to obtain payment from the insurance company. Abuse indicates an unreasonable or inappropriate
use of services that results in excess costs. Errors are mistakes made unintentionally while pro-
cessing claims by one or more parties. It is not always clear what the boundaries between the three
categories are (Lu et. al, 2020). All three types of anomalies deserve special attention.

However, this paper will focus on fraud issues. Fraud has a significant impact on governments and
insurance companies across the globe. Recent research has shown that fraudulent claims account
for 15% of the total claims in the insurance sector (Kareem et al., 2017). According to the U.S.
Department of Health and Human Services’ Centers for Medicare and Medicaid Services’ data
from 2010, the amount claimed from healthcare fraud in the US was between $77 billion and $259
billion (FBI, 2016). In the UK, over one billion pounds are lost annually due to fraudulent insur-
ance claims (Kirlidog & Asuk, 2012). Another report indicates that the Indian industry loses be-
tween 6 and 8 billion Indian Rupees per year due to counterfeit claims (Rawte & Anuradha, 2015).
This fraud is made possible by the fact that the system is built upon a certain degree of trust (Alha-
san et al., 2021). Insurance companies tend to trust the information offered by the patient and the
health provider (Alhasan et al., 2021). Sometimes dishonest actors take advantage of this trust in
order to enrich themselves (Chu & U.S. Attorney’s Office, 2020). For instance, in 2020, a total of
345 defendants were charged for fraud in connection with healthcare insurance in the US. This
included over 100 doctors, nurses, and medical professionals.

Below is a highlighted summary of the most typical types of healthcare insurance frauds or fraud-
like practices. Not all of them are easily classified as fraud because certain practices are not easy
to classify as fraudulent.

3.2.1 Kickback Schemes

Kickbacks are one of the most common types of fraud (Rabecs, 2006). There are many different
kinds of kickbacks and not all of them are illegal. For example, apothecaries can hand out a pre-
scription with a specific brand of medicine, which will yield a bonus from the drug company in-
stead of offering another brand of medication. This does not only have explicit financial implica-
tions, but the drugs might not be optimal or necessary for the patient (Morris, 2009). It is possible
for doctors to write prescriptions that are not medically warranted in exchange for money, which
could essentially lead to the unlawful sale of these drugs (Morris, 2009).
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3.2.2 Self-referral

This involves patients being transferred to a doctor or clinic with whom the referring healthcare
organization has a financial relationship (Li et al., 2008). If the healthcare organization receives
part of the money that was given to the referred doctor or clinic this could involve a kickback
scheme, but other financial relationships are conceivable (Liu, 2013).

3.2.3 Double Billing

Many healthcare providers send identical claims several times for the same service to get paid
multiple times (Ogaboh & Osuchukwu, 2010; Margret & Sreenivasan, 2013).

3.2.4 Phantom Billing

Insurance companies receive claims for medical services and products which were not provided
(Rashidian et al., 2012).

3.2.5 Identity Fraud

When an individual who is not insured takes over the identity of a person who is covered by an
insurance company in order to obtain medical attention or hide a certain malady, identity fraud can
occur (Plomp & Grijpink, 2011). This is often done with the cooperation of the insured, who is
trying to help a friend or family member (Thornton et al., 2015). Identity fraud can have a negative
impact on the individual lending their identity, as their health records could contain unrelated and
potentially contradictory information (Thornton et al., 2015).

3.2.6 Doctor Shopping

Doctor shopping is where a person is intent on receiving a certain type of medication and will
consult one doctor after another, sometimes feigning symptoms, until the medication is obtained
(Thornton et al., 2015).

3.2.7 Improper Coding or Upcoding

One of the most relevant fraud topics is improper coding which is also known as upcoding
(Agrawal et al., 2013). This takes place when the service billed is more expensive than the service
that was performed. This is not always done with a fraudulent intent. Sometimes the cause is an
administrative error.




3.2.8 Unbundling

Unbundling happens when medical services or products that would belong to the same claim are
split up into separate claims (Cady, 2007).

4 Blockchain Technologies

This chapter introduces the reader to the basics of blockchain technology. It intends to establish a
foundation for understanding blockchain to make the concepts that will be introduced in later
chapters accessible. As previously mentioned, this paper is addressed to insurance companies that
might not be familiar with blockchain technology yet. The explanation is conceptual and not tech-
nical. It focuses on what happens with a transaction from the execution until it is fixed in a block
on the blockchain. Later on, the most important attributes will be outlined.

4.1 Basics

Blockchain Technology has been the focus of much attention in recent years, primarily because of
its use in cryptocurrencies. This started in 2008 with Satoshi Nakamoto’s whitepaper on Bitcoin
(Nakamoto, 2008).

Blockchain is a distributed ledger technology (Lipovyanov, 2019). Crosby et al. (2016) describe it
as follows “A blockchain is essentially a distributed database of records, or public ledger of all
transactions or digital events that have been executed and shared among participating parties” (p.
7).

The sender cryptographically signs these transactions (Laurence, 2019). The blockchain uses the
cryptographic signature to confirm that the sender has the authority to initiate the transaction. Af-
terward, multiple transactions are combined into a block. Once the maximum number of transac-
tions has been reached, or no more transactions are available, the block is added to the blockchain.
This is done by linking the newest block to the previous one through hashes, creating a blockchain
as is shown in Figure 1 below. Hashes, which are created using hashing algorithms, are a way of
securing data. They are fixed-length strings of characters, and have crucial attributes for block-
chain. This process is one-way, meaning it is not feasible to get to the input by having the output,
and if a small part of the input is changed, the output will be very different (Laurence, 2019).




Figure 1

Example of a blockchain
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Note. From “Blockchain challenges and opportunities: A survey”, by Z. Zheng, S. Xie, H. N. Dai,
X. Chen, & H. Wang, 2018, International Journal of Web and Grid Services, 14(4), p. 355
(https://www.henrylab.net/wp-content/uploads/2017/10/blockchain.pdf). Copyright 2018 by In-
derscience Enterprises Ltd.

Who gets to create the new block and how this is decided depends on the consensus mechanism
(Zhang et al., 2020). An in-depth description of the different mechanisms would be out of propor-
tion for this paper. Therefore, only a short overview is provided. The most common mechanisms
are Proof-of-Work and Proof-of-Stake. Proof-of-Work requires a complex computational puzzle
to be solved and is a competition among miners to be the first to complete a block. Proof-of-Stake,
which Ethereum now uses, is not based on computational power like Proof-of-Work, but instead
on the pledging of currency (Zhang et al., 2020).

This makes it hard to control or manipulate a blockchain network. For example, in the Proof-of-
Work consensus mechanism, you need to have 51% of the network under your control to gain full
control over the network (Laurence, 2019).

The following paragraphs outline the most important attributes of blockchain technology.

The ledger is stored on all nodes in the blockchain, so there is no central point where all the data
is saved (Engelhardt, 2017). This leads to the fact that no single person or organization has any
kind of authority over the data, which means that blockchain is decentralized.

Different blocks on the blockchain are linked through hashes, as previously mentioned (Engel-
hardt, 2017). If data in a block were changed, it would lead to the block's hash changing and break-
ing the blockchain, which would be very easy to detect. Therefore, blockchains are considered
immutable.




All verified transactions are contained in the blockchain ledger (Crosby et al., 2016). In addition,
this ledger is public which makes it accessible to everyone (Schér & Berentsen, 2020). This allows
for traceability of transactions on the blockchain (Sunny et al., 2020).

Privacy is the last major attribute of blockchain technology (Nakamoto, 2008). Another attribute
is traceability. At first, traceability and privacy seem to contradict each other. However, privacy
can be guaranteed by keeping the displayed addresses (also called public keys) anonymous, re-
vealing the true identities of users only to certain parties that are supposed to have that information.

4.2 Smart Contracts and Oracles

The rise of blockchain technology has opened up the possibility of many applications in companies
and markets where centralized systems were traditional leaders (Zheng et al., 2018). Other than
storing static data, blockchain technology can be exploited to create decentralized applications
(DApps) that often rely on smart contracts. They make DApps transparent, secure, and autono-
mous. This chapter will explore the theory behind smart contracts and oracles and how they work.

Smart contracts are computer programs running on the blockchain that express conditions to auto-
mate the execution of certain agreed-upon contracts (Parizi et al., 2018). In other words, they are
self-executing programs stored on the blockchain that automatically enforce the terms of an agree-
ment when certain predefined conditions are met.

The use of smart contracts eliminates the need for intermediaries such as lawyers or banks that can
reduce the efficiency of ordinary contracts (Mohanta et al., 2018). What makes smart contracts
very attractive as well as practical are their advantageous features, such as transparency and im-
mutability, which are derived from the underlying blockchain technology.

Smart contracts are built using programming languages designed explicitly for blockchain, and
they always entail a triggering condition statement, most of the time the “If-Then” statement
(Wang et al., 2019). They are agreed upon and signed by all parties and afterwards they are sub-
mitted to the blockchain network. After the validation of the miners, smart contracts are securely
stored in specific blocks of the blockchain. When the data that triggers the conditions is transmitted
to the smart contracts, the response actions are executed and stored in a new block that is added to
the blockchain after the whole network reaches consensus.

Although smart contracts entail all the benefits of blockchain technology, they are not limited to
decentralized systems (Schér, 2022). The same standard execution environments can be used on
centralized ledgers.

On the other hand, while smart contracts are powerful tools for automating agreements, they are
limited by the information available on the blockchain (Al-Breiki et al., 2020). Smart contracts
cannot access data outside of the blockchain, which limits their ability to execute complex
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agreements that rely on external information. Oracles are the connection between off-chain infor-
mation and on-chain smart contracts. An oracle is a trusted third-party service that provides veri-
fied external information to a smart contract. Oracles can be centralized, meaning that they are
controlled by a single entity, or decentralized, meaning that they are run by a network of nodes
(Al-Breiki et al., 2020). They work by receiving data from external sources and verifying the data
before sending it to the smart contract, which ensures that the data is accurate and tamper-proof
(Beniiche, 2020).

Figure 2

Operational Mechanism of Smart Contracts
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Note. From “Blockchain-enabled smart contracts: architecture, applications, and future trends” by
S. Wang, L. Ouyang, Y. Yuan, X. Ni, X. Han, & F.-Y. Wang, 2019, IEEE Transactions on Sys-
tems, Man, and Cybernetics: Systems, 49 (11), p. 2267
(https://doi.org/10.1109/TSMC.2019.2895123). Copyright 2019 by IEEE.

In conclusion, smart contracts could lead to several advantages in the healthcare insurance industry
compared to traditional ones (Mohanta et al., 2018). Firstly, smart contracts eliminate the need for
intermediaries such as lawyers, brokers, or banks, making the entire process faster and more effi-
cient. Secondly, smart contracts are transparent and public, with all parties being able to view and
verify the terms of the contract. The use of smart contracts can reduce the number of disputes and
increase trust among parties. Finally, besides being accurate, smart contracts use blockchain
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technology, which is secure and decentralized, making them less susceptible to fraud, hacking, and
other security breaches.

5 Blockchain as a Solution

In this chapter of the report, we demonstrate what solutions and benefits blockchain technology
offers insurance companies. It provides an overview of the possible implementations. The aim is
to enable insurance companies to weigh up the advantages and the drawbacks of the addressed
blockchain benefits for combatting fraudulent claims and to come to an informed conclusion about
whether they intend to implement a blockchain solution in the future.

5.1 Benefits of Blockchain-based Solutions

5.1.1 Collaboration through Transparency

The fact that transactions stored on a blockchain are transparent to all involved parties means that
patients’ healthcare data can be viewed by everyone (Saldamli et al., 2020). This ameliorates col-
laboration and the sharing of healthcare data between insurance companies, doctors, and other
authorized parties. Insurance companies would have better and easier access to medical records
and be able to verify patients’ claims before agreeing to a settlement. Additionally, reducing the
complexity by having a sole source of medical information could avoid fraudulent behavior such
as doctor shopping.

However, not only could collaboration between different insurance companies be facilitated, but
also that between insurance companies and external actors such as traffic control departments and
judicial organs (Liu et al., 2019). In these cases, the external actors would also serve as nodes in
the blockchain network. They would record details of accidents and incidents caused by third par-
ties, and write these to the blockchain, making it possible for insurance companies to use this
information to counter fraudulent claims pertaining to third-party responsibility.

5.1.2 Trust

Chen et al. (2021) note that storing patient data transparently on the blockchain can be used to
create an industry-wide blacklist for individuals who do not act in good faith. Identifying such bad
actors would serve as valuable feedback to other parties in the healthcare insurance industry.

5.1.3 Traceability

Zhang et al. (2022) propose a concrete way to implement such a blockchain-based medical data
storage and management system using smart contracts for data storage and query. Doctors would
digitally sign medical data collected before initiating a transaction to write the data to the block-
chain (Zhang et al., 2022). Then, the doctor’s hospital would check and digitally sign the medical
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data again, adding another layer of protection. Signing the data enables the blockchain participants
to see who collected which records, thus allowing potential fraud to be traced to its origin. In the
last step of the process, the insurance company uses a “diagnosis verification smart contract” to
call an external diagnosis verification service through an oracle.

5.1.4 Immutability

Immutability on the blockchain means that any information uploaded to the blockchain by a doctor
would not be able to be manipulated (Engelhardt, 2017).

Even by making additional new entries, existing ones can never be removed or altered and stay
on-chain forever, leaving an irrefutable and eternal link between a medical record and the individ-
ual doctor or hospital responsible for entering it (Novikov et al., 2018). Also, the possibility of
false claims is reduced since the increased visibility deters healthcare professionals from engaging
in corrupt behavior.

Another way to prevent fraud committed by healthcare providers is to use smart contracts to com-
pare on-chain information about medical treatment procedures to the commonly used medical pro-
cedures pertaining to the respective diagnoses (Liu et al., 2019). This would prevent healthcare
providers from wishing to commit fraud by pretending to have conducted unnecessary or uncon-
ventional medical treatment.

5.1.5 Data Availability

Kapadiya et al. (2022) suggest the use of smart contracts to incentivize insureds to share their
personal healthcare data. They propose a system in which insureds give their consent to their data
being shared by using a predefined smart contract, a solution made possible through blockchain
technology. The smart contract rewards the patient for sharing their data in the form of cryptocur-
rency. The healthcare data is then stored in a decentralized manner and is ready to be analyzed.

For example, Amponsah et al. (2022) show that one way insurance companies can leverage the
vast amounts of data on a blockchain-based application to combat fraud is through the integration
of machine learning in smart contracts. They used a decision tree model for the machine learning
algorithm. This enabled them to combat various kinds of fraud. They detected fraud at a rate of
roughly 98%.

5.1.6 Identity Management

The main concerns in digital identity management are security and privacy (Lamba et al., 2022).
Identity management created with blockchain technology is a decentralized and safe solution
which allows individuals to have more control over their identity information. Identity theft can
be divided into the subtypes of financial, criminal, and synthetic identity theft. In this paper, we
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focus on medical identity theft. An example would be for an injured person without a legal insur-
ance contract to apply with the identity of an insured who has a valid insurance to gain access to
benefits like medical treatments, check-ups by a doctor and operations etc., thus abusing the
healthcare insurance system at someone else’s expense (Lamba et al., 2022). The vast number of
medical records makes it more difficult to have an overview of each record.

According to Lamba et al. (2022), a possible solution to avoid any form of identity fraud would be
for insureds to manage their own identity for healthcare insurance. The insureds must check and
confirm their identity via a blockchain app for identity management. After creating a profile on
the app, the users receive a unique ID number which gives the healthcare providers access to the
users’ identity paper. As soon as the users get their unique IDs, they must upload them for self-
certification. The users are the sole owners of their personal information and insurance data. The
app assists the users by making decisions about which data can be shared with the insurance com-
pany. Based on how much personal and relevant information users admit to the insurance com-
pany, smart contracts can determine a trust score. This lets the healthcare providers better verify
the users’ identities. This score represents the trustworthiness of users. The higher the score, the
more trustworthy the users are. Whenever healthcare providers need access to get specific infor-
mation about the authentication, the users will be informed via a message. This ensures that only
the rightful users are able to gain access to all services of the healthcare insurance contract. Another
benefit of blockchain technology is that users can monitor and track how and when their personal
data was used in the past. All this helps to combat healthcare insurance fraud caused by identity
theft (Lamba et al., 2022).

5.2 Strengths and risks

A possible disadvantage inherent to the use of blockchain solutions for any kind of fraud preven-
tion is the fact that data written to the blockchain cannot be changed (Gatteschi et al., 2018). This
characteristic is commonly referred to as immutability. For this reason, it is important to put in
place thorough error management systems. However, due to the immutability of blockchain-based
solutions, information cannot be modified retrospectively (Alnuaimi et al., 2022). Therefore,
blockchain-based solutions are less prone to attacks compared to the current centralized solutions.

Depending on the implementation, another disadvantage of a blockchain-based solution may be
the lack of scalability due to limited storage capacity (Alnuaimi et al., 2022). However, Alnuaimi
et al. (2022) show in their solutions that this can be remedied by adding an off-chain layer. They
use an off-chain memory solution for this purpose, which is called InterPlanetary File System
(IPFS).

Basically, with a blockchain solution, the patient record, as well as the claims process, are traceable
(Alnuaimi et al., 2022). However, due to asymmetric encryption, it is ensured that the information
cannot be clearly assigned to a person. It should be noted here that privacy cannot always be
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maintained when off-chain layers are used (Alnuaimi et al., 2022). However, one approach to en-
suring this, even with so-called off-chain layers, such as off-chain storage systems, is to work with
various interface application filters (in the context of DApps) and encryption methods. Another
way to ensure confidentiality and privacy in smart contract applications is by using the Quorum
platform, whereby transactions can only be viewed by selected users (Alnuaimi et al., 2022).

Saldamli et al. (2020) show that a blockchain-based solution is suitable not only because of the
prevention of fraud in the healthcare industry but also because this industry involves many differ-
ent parties (doctors, hospitals, pharmacies, insureds, insurance companies, etc.). In particular, the
advantageous features of blockchain-based solutions, which arise from the decentralized structure,
would minimize the risks and simultaneously offer new opportunities.

Mackey et al. (2020) show that one of the big challenges which blockchain-based solutions face
are the interfaces to the various applications. Thus, the blockchain-based solutions must be com-
patible with the insurance companies’ data storage application as well as the internal billing system
of the healthcare provider.

One of the major strengths compared to the current system lies in the more active role of the in-
sureds (Mackey et al., 2020). In the future, they can be part of the claims process based on block-
chain technology since they can actively validate certain steps (Mackey et al., 2020). By getting
insureds more involved in the validation process, the system will be less fraudulent (Mackey et al.,
2020).

Unlike the current system, where often only one party, the insurance company, does the validation,
a blockchain-based solution involves multiple parties in the validation process (Mackey et al.,
2020). This provides more trust in the system from the perspective of all parties involved.

Another advantage resulting from the implementation of a blockchain-based solution lies in the
creation of a solid database for further applications (Mackey et al., 2020). According to them, it
might be possible to identify regional patterns or other anomalies that are not necessarily related
to the claims process in the future.

6 Discussion

In this section, we summarize our findings and discuss their implications and limitations in a
broader context. Furthermore, this section shows the insurance companies whether a blockchain-
based solution is superior to current solutions for effectiveness and efficiency reasons.

It turns out that the various blockchain-based solutions are more effective and efficient compared
to the current system at combatting fraudulent claims. According to our research this is reflected
by the fact that blockchain-based solutions proactively detect fraudulent claims rather than reacting
to them. An example of this is the facilitated collaboration between parties noted by Saldamli et
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al. (2020) who show that broad availability of information makes certain fraudulent claims easier
to detect in advance. Saldamli et al. (2020) mention how this can be used to combat doctor shop-
ping, however we suggest that the same logic could be applied to also prevent double billing. We
contend that the use of smart contracts to incentivize insureds to share their healthcare data posited
by Kapadiya et al. (2022) will increase the amount of distributedly stored medical data and there-
fore add significant value to blockchain solutions striving to reduce healthcare fraud. Another as-
pect that illustrates that blockchain-based solutions are more effective and efficient is shown by
Mackey et al. (2020). They show that patients are more involved in the verification process of
claims and therefore take an active role in verifying the services they were provided with.

Another example would be an industry-wide blacklist as postulated by Chen et al. (2021). It is
clear to see how such a blockchain-based, transparent blacklist could detect patients prone to sub-
mitting fraudulent claims very efficiently. We argue that this ability to protect insurers pre-emp-
tively would reduce the need for trust between insurance companies and insureds, creating a more
trust-less system than is currently in place. This leads to an increase in efficiency, as fewer money
has to be spent on the verification of claims.

According to our findings, many types of fraud can be successfully eliminated by using block-
chain-based solutions. This is especially true for double billing, phantom billing, identity fraud
and doctor shopping. For example, we argue that the comparison of on-chain information about
medical procedures with commonly used real-world procedures described by Liu et al. (2019)
could significantly reduce the frequency of phantom billing. However, certain types of fraud might
not be addressed thoroughly by implementing a blockchain-based solution, such as particular types
of kickback schemes. As shown in chapter 5, the current blockchain-based solutions focus on
combatting specific types of fraud, which is why not all types of fraud are usually addressed to the
same extent.

Although the advantages clearly outweigh the disadvantages, we assume that the implementation
of blockchain-based solutions will not take place in the near future. Many different providers as
well as the many insurance companies must first create an interface to their own software applica-
tions. Experience shows that this can be a very long and complicated process. According to our
literature review, there are no meaningful analyses on the implementation costs of blockchain-
based solutions. However, we estimate that the cost savings brought about by blockchain-based
solutions will exceed the implementation costs, especially in large healthcare markets such as the
US. However, it is questionable whether this is also true for smaller healthcare markets such as
Switzerland. The healthcare industry is very country-specific, since each country has its own leg-
islation and regulation concerning insurance. Based thereon, in our opinion, only in very rare cases
are blockchain-based solutions transferable without modification. For this reason, any blockchain-
based solution must be tailored to the specific country.
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Blockchain-based solutions are also attractive from a broader economic perspective. This is be-
cause they eliminate many administrative tasks, such as the tedious checking of invoices. This
increase in efficiency should therefore lead to smaller premiums.

Overall, we can establish that blockchain-based solutions are both more effective and more effi-
cient. The implementation costs thereof have not been analyzed yet. However, according to our
analysis, it can still be stated that with a fraudulent claims volume of several billion US dollars
(depending on the size of the country-specific market), even a very small increase in efficiency
and effectiveness can save an enormous amount of money. Therefore, we have come to the con-
clusion that the advantages outweigh the disadvantages in the long term.

7 Conclusion

In conclusion, the issue of fraudulent claims in the healthcare insurance industry has been a sig-
nificant problem for both insurance companies and policyholders for many years. However, the
emergence of blockchain technology and smart contracts provides a viable solution to this prob-
lem.

Smart contract usage in the healthcare insurance sector could significantly reduce costs and time
currently spent on avoiding or reducing fraudulent claims (Novikov et al., 2018). They are built
on-chain which enables the creation of a secure, transparent, and tamper-proof ledger that ensures
data integrity, immutability, and confidentiality. Smart contracts can facilitate automated claims
processing and reduce the need for intermediaries, resulting in faster and more accurate claim
settlements. This eliminates the need for manual interventions, reduces the risk of errors and fraud,
and speeds up the claims settlement process (Hewa et al., 2021). Overall, smart contracts enhance
the efficiency and accuracy of the claims process.

The uncertain implementation costs of blockchain-based solutions and the uncertain costs due to
organizational changes needed within the companies represent an issue. This pressing matter needs
to be further investigated to determine how high the efficiency gains are.

In conclusion, this technology has the potential to reduce fraudulent claims, improve claims pro-
cessing times, and enhance customer satisfaction. However, as the technology continues to evolve,
it will slowly gain acceptance in the healthcare insurance industry, benefiting all stakeholders in-
volved.
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